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2023-0795
Officer Involved Critical Incident - Sgt. J Bonar, Sgt. Cody Dean,
Officer Shane Smith, Officer Jarett Pishotti, Fred Henry Wild, III,
Deputy Dennis Garito, Jr. (S)

Investigative Activity:Investigative Activity: Digital Evidence Analysis

Involves:Involves: Brookfield Twp. Police Department (O)

Date of Activity:Date of Activity: 07/12/2023

Activity Location:Activity Location: Brookfield Twp. Police Department - Business - 6844 Strimbu
Drive, Brookfield, OH 44403

Author:Author: SA William Conn, #51

Narrative:Narrative:

On March 24, 2023, Special Agent Chuck Moran of BCI submitted one cellular phone for
forensic analysis that was recovered during an investigation into an Officer Involved Critical
Incident. The accompanying search was signed by the Honorable Judge Kelly McLaughlin of the
Summit County Court of Common Pleas, for the following criminal offenses;

1. ORC 2903.01 - Attempted Aggravated Murder of a Law Enforcement Officer

2. ORC 2903.02 - Murder

3. ORC 2903.03 - Voluntary Manslaughter

4. ORC 2903.04 - Reckless Homicide

5. ORC 2903.11 - Felonious Assault, Attempted Felonious Assault

S/A Moran requested this device be extracted for content.

Submitted Item:Submitted Item:

016 - Mobile Phone - Black Apple iPhone (CS-16) iPhone SE (2nd gen) D79AP

Item 16Item 16 is an Apple iPhone SE

Model D79AP

S/N FFMHHGD8PLJN
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IMEI 359844400070247

(Recovered Passcode 011273)

Item 16Item 16 was received in a locked condition with no passcode supplied. S/A Conn contacted S/A
Moran to inquire about a possible passcode with negative results.

Mobile forensic software was used to attempted a Brute-Force unlock on Item 16.Item 16. This attempt
was successful (see above-listed passcode). Upon unlock, a Full File System Extraction was
conducted and this was completed without error. As requested, a UFED Reader Report was
created of all recovered content. A UFED Reader Report of all activity for the last twenty-four
hours prior to the OIC was also created for S/A Moran for further investigation and analysis.

Conclusion:

Item 16Item 16 was successfully unlocked using mobile forensic software. A UFED Reader Report was
created of all recovered content. A UFED Reader Report of all activity for the twenty-four hours
prior to the OIC was created for S/A Moran further investigation and analysis.

Please contact the BCI Cyber Crime Unit's Richfield Office at 234-400-3729 if
additional details or analysis are requested. A copy of the attachments will be retained
by BCI CCU with the case file.
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