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Youngstown, Ohio

Investigative Activity: Review of BCl Cyber Crimes report and phone extractions
Involves: Mathue O’Malley (S)

Activity Date: 08/12/2024

Activity Location: BCI Richfield

Authoring Agent: SA Jon Lieber #50

Narrative:

On Friday, June 28, 2024, Ohio Bureau of Criminal Investigation (BCI) Special Agent (SA)
Jon Lieber (Lieber) received an Ohio BCI Cyber Crimes Unit report for items of evidence
submitted on June 13, 2024 for scientific analysis (Cyber Crime case number 2024-
1780). The report was authored by Computer Forensic Specialist Natasha Branam and
was dated June 26, 2024. The items relevant to this report which had previously been
submitted were as follows:

1. 007 - Mobile Phone - Apple iPhone 14 Plus - A2632
2. 008 - Mobile Phone - Apple iPhone 11 Pro Max - A2161

SA Lieber reviewed the cyber report and noted the following:
Item 007 - Apple iPhone 14 Plus

The phone number associated with item 007 is ||| | | B The extraction was
labeled as Attachment A.

The last call made from this phone was made at 2007 hours on June 12, 2024. The call
was to “Kidd” | and |asted for 1 minute and 24 seconds.

As noted in CFS Branam’s report “Eighty-one (81) graphic files were located upon Item
7 within the “UserNotifications” folder that appears to depict screen captures of
surveillance cameras. The date range for these files are June 13, 2024, 2:13 AM - June
13, 2024 6:24 AM.” The incident involving Youngstown Police

occurred on June 13, 2024, at approximately 0042 hours (12:42 AM). The graphic files
were reviewed and it was confirmed that all of the images were captured after the
shooting.
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As noted in CFS Branam’s report “Seven (7) video files were located upon Item 7 that
appear to depict the subject, Mathue O’Malley, engaged in sexual acts with the
reported victim.” || | I B :ppcars in all 7 of the video files. Mathue
O’Malley’s face is visible in 1 of the videos. |l stated in her interview with BCI
agents that she had sexual contact with O’Malley since she was 15 years old. All 7 of
the videos have creation dates in April 2024. At that time, [l would have been
18 years of age.

Item 008 - Apple iPhone 11 Pro Max

The phone number associated with item 008 is |||} Bl The extraction was
labeled at Attachment B.

SA Lieber did not identify any information pertinent to the June 13, 2024, incident on
this cellular telephone.

A copy of the Ohio BCI Cyber Crime Unit report is attached to this investigative report.
A copy of the forensic download of items 007 and 008 has been added to the physical
case file as item J. Please refer to the attachments for further details.

References:
Iltem J - USB Thumb drive - Phone extractions from BCl Cyber Crimes
Attachments:

1. 2024-06-26 Analysis of Items 7-8; Cell Phones
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Investigative Activity: Cell Phone Analysis and Review
Involves: Mathue Allyn O'Malley (S)

Date of Activity: 06/26/2024

Author: Natasha Branam

Summary:

On June 13, 2024, Special Agent Jon Lieber of the Ohio Bureau of Criminal Investigation
received warrants to search the contents of the below listed items. These items were to
be analyzed for evidence relating to the crimes of Attempted Murder, Felonious Assault,
Rape, and Domestic Violence regarding the subject Mathue O’Malley.

Submitted Items:

007 - Mobile Phone - Apple iPhone 14 Plus - A2632
008 - Mobile Phone - Apple iPhone 11 Pro Max - A2161
Details:

Item 7: Item 7 is an Apple manufactured mobile phone model A2632 (iPhone 14 Plus).
The International Mobile Equipment Identity (IMEI) numbers associated with Item 7 are
353547798927896 and 353547798883339 and the serial number is GWQYOH57L).
Iltem 7 has an advertised internal storage capacity of 128 Gigabytes (GB) and is not
capable of additional storage. Item 7 is locked with a four (4) digit passcode which was
provided (passcode [l 'tem 7 was already in airplane mode to suspend wireless
communications. The device was connected to a forensic tool capable of obtaining a
file system extraction from the device. The extraction was then loaded into Cellebrite
Physical Analyzer, a software package that converts the data to an easily readable
format.

Item 8: Item 8 is an Apple manufactured mobile phone model A2161 (iPhone 11
Pro Max). The IMElI numbers associated with Item 8 are 352843114224717 and
35284311400723 and the serial number is F2LD75NBN70G. Item 8 has an advertised
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internal storage capacity of 64 GB and is not capable of additional storage. Item 8 is
locked with a four (4) digit passcode which was provided (i - 'tem 8 was already in
airplane mode to suspend wireless communications. Item 8 was connected to a forensic
tool capable of obtaining a file system extraction from the device. The extraction was
then loaded into Cellebrite Physical Analyzer, a software package that converts the data
to an easily readable format.

Item 8a: Item 8a is an AT&T branded Subscriber Identity Module (SIM) card bearing the
Integrated Circuit Card Identifier (ICCID) 89014103273645550249.

Findings:

Item 7: The Apple ID associated with Item 7 is ||| | QbR 7he phone number
associated with Item 7 is | IINEEEEE The last ICCID associated with Item 7 is

8901260564741590062. Attachment A contains one (1) Cellebrite UFDR file. In order to
view the content of the UFDR file double-click the CellebriteReader.exe and the UFDR
will auto populate. Once the Cellebrite Reader is open the content can be examined
and any additional reports can be generated. The Arlo application is installed upon
Item 7. One (1) video file was located upon Item 7 with the creation date of January
15, 2024. Eight (8) graphic files were located upon Item 7 within the “com.arlo.app”
folder with the creatin date of June 12, 2024. Eighty-one (81) graphic files were located
upon Item 7 within the “UserNotifications” folder that appears to depict screen captures
of surveillance cameras. The date range for these files are June 13, 2024 2:13 AM -
June 13, 2024 6:24 AM. These files were tagged within the Cellebrite Reader report for
further review by the case investigator. Seven (7) video files were located upon Item 7
that appear to depict the subject, Mathue O’Malley, engaged in sexual acts with the
reported victim. These files were tagged within the Cellebrite Reader report for further
review by the case investigator.

Item 8: The Apple ID associated with Item 8 is | NN Attachment B
contains one (1) Cellebrite UFDR file. In order to view the content of the UFDR file
double-click the CellebriteReader.exe and the UFDR will auto populate. Once the
Cellebrite Reader is open the content can be examined and any additional reports can
be generated. It is necessary to note that the Arlo application was not installed upon
Item 8.

Item 8a: The phone number associated with Item 8a is _

Conclusion:

Attachments A - B can be found upon the thumbdrive (provided by the agency), provided
for further review by the case investigator.

A copy of the Attachments will be maintained in the case file.
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