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Date of Activity:Date of Activity: 08/06/2024

Activity Location:Activity Location: Wood County Sheriffs Office - Business - 1960 East Gypsy Lane
Road, Bowling Green, OH 43402

Author:Author: SA Robert Surgenor, Jr., #148

Narrative:Narrative:

On July 25, 2024 one cellular device was submitted for processing (detailed in the "Submitted
Items" section below) to the Richfield Cyber Crimes Division of the Bureau of Criminal
Investigation. Special Agent (SA) Joshua Rammel submitted the item in connection with an
Officer Involved Critical Incident (OIC) investigation under the authority of a search warrant
obtained from the Wood County Court of Common Pleas in violation of Ohio Revised Code
Sections §2903.11 Felonious Assault and §2903.02 Murder. SA Surgenor was assigned to the
investigation and an extraction of the device was completed.

Submitted Item :Submitted Item :

10 - Mobile Phone - Black Apple iPhone X A1865

Details:Details:

Item 10Item 10 was forensically processed for analysis. A provided passcode of successfully
unlocked the device. The phone extraction was completed using advanced cellular device
forensic hardware capable of obtaining a true and accurate copy of the original device data
files. A "Full File System" copy was successfully obtained from the device. A full file system
forensic copy contains all allocated files, including all databases behind the protective system
partition. The contents of the forensic copy were imported into Cellebrite Physical Analyzer
version 10.2.100.248 to convert the image file into human readable form.

Cellebrite Physical Analyzer identified this item as a iPhone X (Model: D22AP Serial
#:DNPXX79RJCLF ) with an identified Apple ID of " ". The phone contained
a Mobile Station International Subscriber Directory Number (MSISDN) of + . This
MSISDN is typically the number associated with the subscriber's cellular telephone number. The
device contained an International Mobile Equipment Identifier (IMEI) of 354841097551591.
This number is specific to the device and used to identify the device on the cellular carrier's
network. A Cellebrite Reader report was extracted to a folder labelled "Item # 10 (iPhone X
D22AP)" to Exhibit #1 and attached to this report. This exhibit folder was also copied to the
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external disk drive provided by SA Rammel.

Conclusion:Conclusion:

Item 10Item 10 was an iPhone X and was successfully imaged. A forensic copy was imported into
Cellebrite forensic software and a Cellebrite Reader Report was successfully generated for the
device contents. A full copy of the report was attached to this report as Exhibit #1 and copied
for the agent to review.
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