From: Justin Root

Sent: Wednesday, April 21, 2021 4:29 PM
To: 15619897980 @ag.fax’'

Subject: Preservation Letter (re-sent)
Attachments: 2021-0957 ADT.pdf

Please see the accompanying preservation letter. Please note that | erroneously sent an unsigned copy
of this letter previously. | would kindly request the curtesy of a receipt acknowledgement of this
preservation request. If you have any questions or need additional information, please contact me at
the number listed below.

Thank you for your attention to this matter.

Regards,

‘nnusy Justin Root
L QQ#;,, Special Agent Supervisor, Cyber Crime Unit
.E @ E Ohio Bureau of Criminal Investigation
Office of Ohio Attorney General Dave Yost
Office number: 740-845-2420
Cell number: 614-282-1972
justin.root@ohioattorneygeneral.gov

BC\
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_ Ohio Bureau of Criminal Investigation
% Criminal Intelligence Unit
~  Office: 740-845-2406
Fax: 740-845-2088
1560 State Route 56 SW

DAVE YOST

OHIO ATTORNEY GENERAL

London, Ohio 43140
April 21, 2021
ADT Security Services
3190 S. Vaughn Way
Santa Monica, CA 90404
Re: 18 USC 2703(f) Preservation Requests
Account Physical Address: 3171 Legion Lane, Columbus, Ohio
Customer ID: 1430826 CS#: T210038969 Site ID: 150207zb335434

To Whom It May Concern:

I am writing to make a formal request for the preservation of records, content, logs, and any other
information, including deleted content or logs evidencing deletion of content or records (if available),
relating to any and all accounts associated with any or all, or any combination thereof, of the identifiers
listed above pursuant to 18 U.S.C. § 2703(f) pending further legal process. This preservation is for the
timeframe from 1600 hrs — 1700 hrs EDT (UTC-4) on April 20, 2021.

You are hereby requested to preserve, for a period of 90 days, any and all records, including video and/or
audio files, associated with the above target account address(es) and/or target account MAC address(es)
currently in your possession, including but not limited to records stored on backup media, in a form that
includes the complete record. You also are requested not to disclose the existence of this request to the
subscriber or any other person, other than as necessary to comply with this request. If compliance with this
request may result in a permanent or temporary termination of service to the accounts described below, or
otherwise alert the subscriber or user of these accounts as to your actions to preserve the referenced files
and records, please contact me before taking such actions.

This request applies only retrospectively. It does not in any way obligate vou to capture and preserve new
information that arises after the date of this request. All information including but not limited to
subscriber/account information, billing/payment records, serial numbers, IP addresses, accesses, video
content, cloud data, audio files, media content/detail, dates/times and any communication is requested to
be preserved.

Sincerely,

A

stin Root~
Special Agent Supervisor, Cyber Crime Unit
Ohio Bureau of Criminal Investigation
Office of Ohio Attorney General Dave Yost
Office number: 740-845-2420
Cell number: 614-282-1972
Justin root@ohioattorneygeneral gov
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