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Investigative Activity:  Review of BCI Cyber Crimes report and phone extraction  

Activity Date:   2/13/2024    

Activity Location:   BCI Richfield   

Authoring Agent:   SA Jon Lieber #50   

 

Narrative: 

On Wednesday, January 31, 2024, Ohio Bureau of Criminal Investigation (BCI) Special 

Agent (SA) Jon Lieber (Lieber) received an Ohio BCI Cyber Crime Unit report for an item 

of evidence submitted on January 22, 2024 for scientific analysis (Cyber Crime case 

number 2023-3223). The report was authored by Computer Forensic Specialist Natasha 

Branam and was dated January 28, 2024. The items relevant to this report which had 

previously been submitted were as follows: 

1. 005 – Mobile Phone – Orbic Joy – RC608L  

SA Lieber reviewed the cyber report and noted the following:  

The Google accounts associated with Item 005 are zfornash828@gmail.com, 

fornashzach101@gmail.com, and zachfornash15@gmail.com. The telephone number 

associated with item 005 is (330) 418-9152.  

Upon reviewing the forensic download of item 005 the following was noted: 

According to the call log, in the approximately 12 hours leading up to the shooting 

incident Zachary Fornash (Fornash) made or received the following calls: 
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The following is a text message exchange that occurred between Fornash and 

(  on December 5, 2023: 
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SA Lieber did not identify any other information pertinent to the December 5, 2023 

incident on the Orbic Joy cellular telephone.  

A copy of the Ohio BCI Cyber Crime Unit report is attached to this investigative report. 

A copy of the forensic download of item 005 has been added to the physical case file 

as item C. Please refer to the attachments for further details. 



Ohio Attorney General's OfficeOhio Attorney General's Office
Bureau of Criminal InvestigationBureau of Criminal Investigation
Analysis Report

2023-3223
Officer Involved Critical Incident - Unknown, Zachary James
Fornash, Garrett Marino (S)

Investigative Activity:Investigative Activity: Cell Phone Analysis and Review

Involves:Involves: Zachary James Fornash (S)

Date of Activity:Date of Activity: 01/28/2024

Author:Author: Natasha Branam

Summary:Summary:

On January 22, 2024, Special Agent Jon Lieber of the Ohio Bureau of Criminal
Investigation received a warrant to search the contents of the below listed item. This
item was to be analyzed for evidence relating to the crimes of Menacing, Felonious
Assault, and Carrying Concealed Weapons regarding the subject Zachary Fornash.

Submitted Items:Submitted Items:

005 - Mobile Phone – Orbic Joy – RC608L

Details:Details:

Item 5Item 5: Item 5Item 5 is an Orbic manufactured mobile phone model RC608L (Joy). The
International Mobile Equipment Identity (IMEI) number associated with Item 5Item 5 is
350529110410739 and the serial number is 8654c9ba. Item 5Item 5 has an advertised
internal storage capacity of 32 Gigabytes (GB) and is capable of additional storage
through the use of a micro Secure Digital (SD) card. No additional storage was
submitted with Item 5Item 5. Item 5Item 5 was placed into airplane mode to suspend wireless
communications. Item 5Item 5 is locked with an unknown passcode. The device was
connected to a forensic tool capable of determining the passcode on the device. The
passcode for the device is 13791379. The device was connected to a forensic tool capable
of obtaining a file system extraction from the device. The extraction was then loaded
into Cellebrite Physical Analyzer, a software package that converts the data to an easily
readable format.

Item 5aItem 5a: Item 5aItem 5a is a Verizon branded Subscriber Identity Module (SIM) card bearing the
Integrated Circuit Card Identifier (ICCID) 89148000009618474219.
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FindingsFindings:

Item 5Item 5: The passcode recovered for Item 5Item 5 is 13791379. The Google accounts associated
with Item 5Item 5 are zfornash828@gmail.com, fornashzach101@gmail.com,zfornash828@gmail.com, fornashzach101@gmail.com, and
zachfornash15@gmail.comzachfornash15@gmail.com. Attachment AAttachment A contains one (1) Cellebrite UFDR file. In order to
view the content of the UFDR file double-click the CellebriteReader.exe and the UFDR
will auto populate. Once the Cellebrite Reader is open the content can be examined and
any additional reports can be generated. It is necessary to note that Item 5Item 5 has a last
recorded factory data reset time of November 5, 2023 4:40 PM.

Item 5aItem 5a: The phone number associated with Item 5aItem 5a is 330-418-9152.

Conclusion:Conclusion:

Attachment AAttachment A can be found upon the thumbdrive (provided by the agency), provided for
further review by the case investigator.

A copy of the Attachments will be maintained in the case file.
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