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Investigative Activity: Review of BCI Cyber Crimes Report for ZTE Majesty Pro

Activity Date: 10/11/2021

Activity Location: BCI Richfield

Authoring Agent: SA Jon Lieber #50

Narrative:

Ohio Bureau of Criminal Investigation (BCI) Special Agent (SA) Jon Lieber (Lieber) received
an Ohio BCI Cyber Crime Unit report for item(s) of evidence submitted on June 21, 2021, for
scientific analysis (Cyber Crime case number 2021-1431). The report was authored by Computer
Forensic Specialist Natasha Branam and was dated June 23, 2021. The items relevant to this
report which had previously been submitted were as follows:

1. 019 — Mobile Phone — ZTE Majesty Pro — Z899VL
SA Lieber reviewed the cyber report and noted the following:

The Google account associated with Item 021 is rosannecouture@gmail.com. The telephone
number associated with the phone is 440-382-6987.

In Attachment A, “Item 19 Call History.xlsx,” it shows the following history for June 13, 2021.
There was no call history for June 14, 2021.

Parties Date/Time Duration | Direction | Status

To: +12162554478 Danny 6/13/2021 12:24:46 PM(UTC-4) | 00:00:04 | Outgoing | Outgoing
To: +12168586298 CW 6/13/2021 11:50:31 AM(UTC-4) | 00:00:06 | Outgoing | Outgoing
To: +12163183532 Amanda 6/13/2021 11:10:23 AM(UTC-4) | 00:00:05 | Outgoing | Outgoing

In Attachment A, “Item 19 Contacts.xIsx,” it shows a telephone number of “+1-440-523-0471”
no name is associated with this phone number on this cellular telephone. (It should be noted that
this telephone number belongs to a cell phone owned by Kevin Giesel).
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In Attachment A, “Item 19 Instant Messages.xlsx,” the following text messages were noted from
June 13 and 14, 2021.

From To Direction | Body Timestamp
I wish that man would of killed you, you
worthless fucking duck. And tell your junkie
ass meth headed bird brained waste of space
loser friend Amanda keep my fucking name
out her filthy cocksucking mouth. Worthless
junkies. She'll end up overdosing just like her
no good for nothing punk daddy. You need
fucking help you fucking doedoe bird. You
would think maybe after all the retarded shit
you've done and how much you ruined and
fucked your children up mentally that you 6/14/2021
3309346387 I . would at least try and put some kind of effort i~
ncoming | . . . 3:22:03
Tommy into getting the help you need to maybe just AM(UTC-4)
fucking MAYBE be in your grandchildren's
life and start new. You are by far the worst
sad ass excuse of a mother in this dawg shit
world. I fucking hate you. I wish you could
see the changes I've made in my life and how
well I am doing. Like how do you feel now
knowing I'm about to buy my first home and
have my first child and I will never EVER let
you in or give you the chance to meet him or
her when they arrive? Il pray for you
Roseanne, get some help you fucking loser.
6/13/2021
2108552347 Incoming | Hi 10:19:34
PM(UTC-4)
6/13/2021
12(1ir6n6120140 Incoming | Ru ok? 10:17:01
PM(UTC-4)
6/13/2021
2D1a?12§1866 161 Incoming | Where are you?? 2:16:42
PM(UTC-4)
2162886161 . . 6/13/2021
Darlenc Incoming | Rosanne what's going on? 2:15:29
PM(UTC-4)
2163183532 | I have them. T put yours back in the bottle | 0/ 13/2021
Amanda Incoming and mine in a baggy 1:48:14
PM(UTC-4)
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2163183532 .| Ok what time you thinking BC their all 6/13/2021
Amanda Incoming starting to blow me up 12:46:25
PM(UTC-4)
+1216-318-
6/13/2021
3532 Amanda Running late 123046
PM(UTC-4)
2163183532 . All of the ppl I am meeting are my personal 6/1'3/2.021
Amanda Incoming friends not strangers 12:09:44
PM(UTC-4)
6/13/2021
ilrgz;gs 532 Incoming | My best friend 12:09:26
PM(UTC-4)
+1216-318-
3532 Amanda 6/13/2021
Who is she?? 11:48:16
AM(UTC-4)
+ -318-
3572 Amanda 13201
Ok 11:48:01
AM(UTC-4)
6/13/2021
ilrgz;gs 332 Incoming | Stephany wants 20 of the kolonopins 11:47:29
AM(UTC-4)
6/13/2021
ﬁfj 120899 Incoming | I hope your ok? Love and miss you 11:28:28
AM(UTC-4)
6/13/2021
ilrgzrllgg 332 Incoming | He left like 2 min ago 11:15:55
AM(UTC-4)
He stopped over here to talk to dar and he 6/13/2021
2163183532 . couldnt figure outvhow to call Natalie BC e
Amanda Incoming her number was with Jerry's. So I helped 11:15:25
; ' AM(UTC-4)
him.
+1216-318-
3532 Amanda I think I'm going to call Danny and see ?/11%282 1
whats up AM(UTC-4)
2163183532 . Hey we just found out Jerry was in a bad 6/1‘3/2.021
Amanda Incoming accident hes at metro 11:12:38
AM(UTC-4)
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6/13/2021
356616096604 Incoming | Call me 10:55:11
AM(UTC-4)
2163183532 . I just know u dont wanna run here there n 6/1.3/2_021
Amanda Incoming everywhere 10:48:48
AM(UTC-4)
2163183532 . I just cant have all these ppl come to my 6/1.3/2.021
Amanda Incoming house at once and meet you 10:37:47
AM(UTC-4)
I wanted to talk to you apart parting some out 6/13/2021
2163183532 . like I did before so I can make as much as |
Incoming 10:36:48
Amanda can. It wouldnt even take me a no more then
AM(UTC-4)
an hour or 2
+1 216-318-
3532 Amanda 6/13/2021
Ok are we still giving you a ride 10:29:43
AM(UTC-4)
6/13/2021
2161233532 Incoming | Okay call me after you have your coffee 10:28:49
AM(UTC-4)
+1 216-318-
3532 Amanda 6/13/2021
So what's happening 10:28:42
AM(UTC-4)
+ - -
3532 Amand 6/13/2021
I just woke up 10:28:26
AM(UTC-4)
2163183532 . Dar cant even get any for herself. Idk just 6/1.3/2_021
Amanda Incoming call me 10:11:57
AM(UTC-4)
I am so upset I have no money to buy any. |
wish we could do what we did that one time 6/13/2021
2163183532 . and u let take the ps and bring u the money oS
Incoming . . 10:00:01
Amanda back. If not its alright I dont do them any AM(UTC-4)
more so you can trust me. And Dars here she
would never let anything happen.
Good morning @@ €€ 1 was just 6/13/2021
2163183532 . . . e
Amanda Incoming | wondering if u knew a time so I can have 9:49:06
them ready to go AM(UTC-4)
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In Attachment C, Graphic_Files, “Item 19 Graphic Files - Associated File Details.pdf,” images
below were located.

Image #20, dated 1/1/2021 2:46:48 PM (UTC-5)
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Image #40, dated 3/23/2021 12:58:53 AM (UTC-4)

Image #43, dated 5/31/2021 9:08:06 AM (UTC-4)

This document is the property of the Ohio Bureau of Criminal Investigation and is confidential in nature. Neither the document
nor its contents are to be disseminated outside your agency except as provided by law - a statute, an administrative rule, or any
rule of procedure.

Page 6 of 7 Supervisor Approval: SAS David Posten #6 10/12/2021 10:41 AM



Ohio Attorney General’s Office
Bureau of Criminal Investigation

sqmlr
Investigative Report %

2021-1431
Officer Involved Critical Incident - 5714 South Park Boulevard, Parma, ﬂ.ﬁ"
OH 44134

Image #138, dated 3/12/2019 11:01:26 AM (UTC-4) — The identity of the child in the
photograph below is unknown. Further, it is unknown if the red area on the child’s face is the
result of a medical condition or from abuse.

Image #501, no date stamp was noted.

A copy of the Ohio BCI Cyber Crime Unit report is attached to this Investigative Report. A copy
of the contents of the phone download was added to the case file as item #045. Please refer to the
attachments for further details.
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Investigative Activity: Cell Phone Analysis and Review

Involves: Kevin Richard Giesel (S)

Date of Activity: 06/23/2021

Author: Natasha Branam

Summary:

OnJune 21, 2021, Special Agent Jared Prill of the Ohio Bureau of Criminal Investigation received
consent to search the contents of a ZTE mobile phone from Rosanne Couture. This item was to
be analyzed for evidence relating to the crime of Officer Involved Critical Incident regarding the
subject Kevin Giesel.

Submitted Items:

019 - Mobile Phone - ZTE Majesty Pro - Z899VL
Details:

Iltem 19: ltem 19 is a ZTE manufactured mobile phone model Z899VL (Majesty Pro) bearing
the International Mobile Equipment Identity (IMEI) number 990008867581584 and the serial
number 32F483713863. Item 19 has an advertised internal storage capacity of 16 Gigabytes
(GB) and is capable of additional storage through the use of a micro Secure Digital (SD) card.
No additional storage was submitted with Item 19. Iltem 19 was placed into Airplane mode to
suspend wireless communications. Logical and file system extractions were performed using
the Cellebrite manufactured Universal Forensic Extraction Device (UFED) 4PC. These extractions
were then loaded into Cellebrite Physical Analyzer, a software package that converts that data
to an easily readable format.

Item 19a: Item 19a is a Tracfone branded Subscriber Identity Module (SIM) card bearing the
Integrated Circuit Card Identifier (ICCID) 89148000004152395540.

Findings:

ltem 19: The Google account associated with Item 19 is rosannecouture@gmail.com. The
Facebook account associated with Item 19 is 100030089511545. Attachment A contains
three (3) spreadsheets that detail information recovered from Item 19. These spreadsheets
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include: call history, contacts, and instant messages. Attachment B contains Item 19’s notes.
Attachment C contains one (1) audio file, one (1) document, and five hundred fifteen (515)
graphic files recovered from Item 19.

Item 19a: The phone number associated with Item 19a is 440-382-6987.
Conclusion:

Attachments A - C can be found upon the accompanying CD, provided for further review by the
case investigator.

A copy of the Attachments will be maintained in the case file.
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