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Re:  Telemarketing Sales Rule Regulatory Review
16 C.F.R. Part 310, Project No. R411001

Dear Secretary Clark:

The Attorneys General of Alaska, Arizona, Arkansas, Colorado,
Delaware, District of Columbia, Florida, Hawaii, Idaho, Illinois, Indiana,
lowa, Kansas, Kentucky, Maine, Maryland, Massachusetts, Michigan,
Minnesota, Mississippi, Montana, Nebraska, Nevada, New Hampshire, New
Mexico, New York, North Carolina, North Dakota, Northern Mariana Islands,
Ohio, Oregon, Pennsylvania, Rhode Island, South Dakota, Tennessee, Utah,
Vermont, and Washington (“State Attorneys General”) submit the following
comments in connection with the Telemarketing Sales Rule Regulatory
Review, 16 C.F.R. Part 310, Project No. R411001.

l. INTRODUCTION

The State Attorneys General are the officials charged with enforcing
the laws of the States that protect consumers from unfair and/or deceptive
trade practices. The undersigned State Attorneys General submit the following
comments in response to the notice of regulatory review of the Telemarketing
Sales Rule (“TSR”) and request for public comments (“Notice”) issued by the
Federal Trade Commission (“Commission”), and published in the Federal
Register, 79 Fed. Reg. 46732 (August 11, 2014).

The Commission’s Notice invites comments on any relevant issue,
including, but not limited to, a list of specified questions. The State Attorneys
General offer their comments in response to four topics raised in the Notice,
specifically: (1) whether the TSR should be amended to prohibit the use of
preacquired account information as is the case with statutory prohibitions
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covering internet transactions as well as the rules of the three major credit card associations; (2)
whether the TSR’s disclosure requirements with respect to negative option marketing in
outbound telemarketing calls should be extended to cover calls initiated by consumers to vendors
in response to general media advertising as well as direct mail marketing; (3) whether the TSR
should be amended to require sellers and telemarketers to create and maintain call records; and
(4) a variety of money transfer issues.

Telemarketing and its abuses, which occur when consumers are engaged in phone calls
with businesses in the privacy of their homes, as well as on their personal cellular telephones,
have long been areas of keen interest to our offices. Moreover, negative option marketing
schemes are areas that the State Attorneys General have focused on for many years as part of
their role in protecting consumers within their states. Indeed, the consumer protection offices of
the State Attorneys General are often at the “front line” in fielding consumer complaints, taking
up investigations, and pursuing legal actions against those who prey on victims through
telemarketing and negative option scams. As recent statistics from the Commission bear out,
telemarketing remains high on complaint lists, both State and Federal. In fiscal year 2013, over
3.7-million telemarketing complaints were filed with the Commission.*

The Commission’s Consumer Sentinel Network Data Book for January — December 2013
reports an increase in the number of fraud complaints from consumers who were contacted by
telephone. The numbers increased from 184,965 in calendar year 2011 to 208,271 in calendar
year 2012, and to 226,428 in calendar year 2013. In 2011, 30% of all fraud complaints originated
from a telephone contact; in 2012, 34% of all fraud complaints originated from a telephone
contact; and, in 2013, 40% of all fraud complaints originated from a telephone contact.? In many
States, telemarketing complaints rank among the top five complaint categories received from
their citizens.

Similarly, negative option marketing has long been a focus of the State Attorneys
General. Some of them submitted comment letters to the Commission in 2009, suggesting ways
in which the existing negative option rule could be improved to better protect consumers. (See
letters attached hereto as Exhibit “A”). While the Commission ultimately decided to keep the
rule in its current form, the Commission expressly noted in a July 25, 2014 statement that many
of the concerns about negative options may be addressable in the context of changes to the TSR.

! See National Do Not Call Registry — Data Book FY 2013, Federal Trade Commission, December 2013,
p. 4.

2 See Consumer Sentinel Network Data Book for January — December 2013, Federal Trade Commission,
February 2014, p. 9.
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As the Commission noted at that time, negative option sellers interpret a consumer’s silence or
failure to take affirmative action as acceptance of an offer; in the view of the State Attorneys
General, it is this very framework that often leads to confusion, misunderstanding, and outright
deception in plans of this type.

At the same time, the use of novel payment mechanisms, such as remotely created checks
or payment orders, wire transfers, and cash reload mechanisms, is also of concern to the State
Attorneys General. Some such concerns were raised in an August 8, 2013 comment letter from
several states to the Commission. (See letter attached hereto as Exhibit “B”). Many unscrupulous
telemarketers have eluded the protections afforded consumers through conventional payment
methods, such as credit and debit cards and electronic fund transfers that are processed through
networks that are monitored for fraud and subject to the Truth-in-Lending Act and Regulation Z,
as well as the Electronic Fund Transfer Act and Regulation E. These scammers have utilized
novel payment methods to victimize unwitting consumers. The so-called novel payment
mechanisms amount to fraud-induced money transfers that have caused significant harm to
consumers and have effectively thwarted the ability of law enforcement to identify and
successfully locate and stop the perpetrators.

Compounding the above issues are the TSR’s inadequate record keeping provisions.
Currently the TSR does not require sellers and telemarketers to retain records of the
telemarketing calls they place to consumers. The lack of such a record keeping requirement
results in time-consuming and frequently unsuccessful efforts on the part of law enforcement to
locate and obtain records that telemarketers could easily maintain in their normal course of
business.

1. THE TELEMARKETING SALES RULE SHOULD BE AMENDED TO
SPECIFICALLY PROHIBIT THE USE OF PREACQUIRED ACCOUNT
INFORMATION IN TELEMARKETING

In 2003, the Commission amended the TSR to require a telemarketer to acquire express
informed consent before a consumer’s credit or debit account could be charged for goods or
services. The rules set up separate requirements for transactions which include a “free-to-pay”
conversion feature, where there is a free trial period after which the consumer automatically
incurs charges, and those that do not include such a feature.’

%16 C.F.R. § 310.4(a)(7)(i-ii).
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However, the final 2003 amendments stopped short of the complete ban on preacquired
account telemarketing contained in the proposed rules, despite strong support from consumer
groups and law enforcement agencies.* The Commission also declined to adopt the
recommendation of the National Association of Attorneys General (“NAAG”) urging a total
prohibition on the use of preacquired account information in transactions involving “free-to-pay”
conversions. The Commission stated its belief that the solution set forth in the 2003 amendments
“will provide consumers the information and command over these transactions that they need to
protect themselves from unauthorized charges.””

Since the 2003 amendments went into effect, the experience of the State Attorneys
General has shown that preacquired account marketing in the telemarketing context remains a
problem — one which may particularly affect non-English speaking consumers, the elderly, and
other vulnerable groups.® It is clear that any supposed benefit in allowing preacquired account
data transfers in telemarketing (albeit with restrictions) is far outweighed by the harm such
marketing schemes cause to consumers. For example, in the past four years, the Colorado
Attorney General has sued well over two dozen magazine telemarketers, many of whom traded
in credit card and bank account information and used the information to trick consumers into
duplicative (and exorbitantly expensive) magazine *“contracts.”

In the area of online transactions, “data pass” (an online marketing practice involving
preacquired account information) is already prohibited. In 2010, following an investigation into
data pass by the Senate Committee on Commerce, Science and Transportation, Congress passed
the Restore Online Shoppers’ Confidence Act, 15 U.S.C. § 8401 (“ROSCA”). The findings
incorporated into ROSCA note that “hundreds of reputable online retailers and websites” shared
their customers’ billing information with third party sellers who in turn used *“aggressive,
misleading sales tactics to charge millions of American consumers” for membership clubs the
consumers did not want.’

At the time of ROSCA'’s passage, the expectation was that internet sales had largely
supplanted telemarketing and direct mail marketing. However, over the past five years, that has
not proven to be the case as telemarketing continued to be an area of frequent consumer

* See 67 Fed. Reg. 4492 (Jan. 30, 2002) (to be codified at 16 C.F.R. pt. 310); 68 Fed. Reg. 4580, 4617
(Jan. 29, 2003) (to be codified at 16 C.F.R. pt. 310).
> 68 Fed. Reg. 4580, 4621 n.473. (Jan. 29, 2003) (to be codified at 16 C.F.R. pt. 310),

® See Prentiss Cox, The Invisible Hand of Preacquired Account Marketing, 42 Harv. J. on Legis. 425
(2010).
" See 15 U.S.C. § 8401.



Federal Trade Commission

Re: Telemarketing Sales Rule Regulatory Review — 16 C.F.R. Part 310, Project No. R411001
November 20, 2014

Page 5 of 17

complaints to the offices of the State Attorneys General, and many of those complaints
concerned unauthorized charges to the consumer’s account. The complaints show that the same
consumer confusion which spurred ROSCA’s passage also exists in the telemarketing arena, and
they reinforce the need for similar restrictions through the TSR.

The very nature of telemarketing makes the use of preacquired account information
difficult to identify. Consumers making a purchase via telephone may be transferred to a third
party seller without ever realizing that a transfer has occurred, while fulfillment materials or
confirmation emails that identify the third party are not delivered until well after charges appear
on the consumers’ accounts. Additionally, telemarketers have managed to circumvent many of
the requirements of the TSR, particularly the heightened requirements for “free-to-pay”
transactions. By offering their products and services for an initial term at a nominal upfront price
(e.g. $1.99) — a price which later rises dramatically — telemarketers relying on preacquired
account information circumvent the TSR’s requirement of obtaining the last four (4) digits of the
consumer’s account number and the equally important requirement of maintaining an audio
recording of the entire transaction, as opposed to piecemeal recordings of only authorization or
consent.® Perhaps most importantly, the use of preacquired account information in telemarketing
transactions defies consumer expectations about how they can be charged for goods or services,
resulting in charges to consumers’ accounts for which the consumers have not given their
express informed consent.

Aside from bringing the TSR into line with online rules incorporated in ROSCA, this
change would also be consistent with the operating rules of the three major credit card
associations, Visa, MasterCard, and American Express, which restrict merchants from passing
consumer account information to third parties.’ Consumers who use alternate payment methods
(e.g. electronic checks or money orders) are, therefore, disproportionately vulnerable to
unscrupulous telemarketers. The Commission appears poised to address this issue as set forth in

#16 C.F.R. § 310.4(a)(7)(i)(A).

°See 79 Fed. Reg. 46732, 46734 (Aug. 11, 2014) (to be codified at 16 C.F.R. pt. 310); Visa International
Operating Regulations, Chapter 8: Risk Management—Account and Transaction Information Security,
Confidential Consumer Cardholder Information—Visa Use and Disclosure of Confidential Consumer
Cardholder Information — U.S. Region, p. 622 (October 15, 2013), available at
http://usa.visa.com/download/merchants/visa-international-operating-regulations-main.pdf;
MasterCard Rules, Rule 5.13 Sale or Exchange of Information, p. 5-20 (May 15, 2014) available at
http://www.mastercard.com/us/merchant/pdf/BM-Entire_Manual_public.pdf; American Express
Merchant Reference Guide—U.S., Rule 3.4—Treatment of American Express Cardmember
Information, p. 18 (October 2013), available at
https://www?209.americanexpress.com/merchant/singlevoice/singlevoiceflash/USEng/pdffiles/Merchant
PolicyPDFs/US_%20RefGuide.pdf.
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its July 2013 Notice of Proposed Rulemaking, 78 Fed. Reg. 41200 (“TSR Anti-Fraud NPRM”),
and the State Attorneys General support the Commission’s additional consideration of this
important issue.

Ultimately, the safest balance that can be struck on the use of preacquired account
information in telemarketing is to place control over charges to the consumer’s account in the
hands of the consumer, not the seller. The State Attorneys General therefore urge the
Commission to amend the TSR to completely prohibit the use of preacquired account
information, regardless of whether the transaction involves a free-to-pay conversion, in both
inbound and outbound telemarketing.’® The rationale for this can be found in the “Findings;
declaration of policy” to ROSCA which states: “The use of a ‘data pass’ process defied
consumers’ expectations that they could only be charged for a good or service if they submitted
their billing information, including their complete credit or debit card numbers.” (Emphasis
added).** Therefore, the best way to ensure that a consumer has consented to a transaction is to
prohibit the use of preacquired account information, and to require that the entire transaction be
recorded so that law enforcement will be able to analyze telemarketers’ disclosures in their full
context.

1.  THE TELEMARKETING SALES RULE SHOULD BE EXPANDED TO
BETTER ADDRESS THE USE OF NEGATIVE OPTION FEATURES IN
TELEMARKETING

Negative option marketing refers to an offer or agreement to sell goods or services “under
which the consumer’s silence or failure to take an affirmative action to reject the goods or
services or to cancel the agreement within a specified period of time is interpreted by the seller
as acceptance of the offer.”*>™® Oral negative option contracts are subject to abuse because
disclosure of the terms is dependent in part upon which salesperson is making the disclosure.
Under the current TSR, negative option terms may be placed in the middle of the oral offer and
can be confused with other terms. A consumer who says "0.k." at the conclusion of a sales pitch

%1n 2012, Vermont enacted the Discount Membership Program Act, 9 Vt. Stat. Ann. §§ 2470aa-2470hh,
which prohibits data pass regardless of the initial method of contact. See 9 Vt. Stat. Ann. § 2470gg.

" 15 U.S.C. § 8401(7).
216 C.F.R. § 310.2(u).

3 For purposes of this letter, the term will also be deemed to include other offers such as “risk free” or
free trials, where consumers are given a limited time to avail themselves of a service or product, after
which they will automatically be billed unless the consumer takes some sort of timely affirmative action
to cancel.
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may not realize that in agreeing to make a purchase, he has also agreed to automatic charges to
his credit card. Therefore, a negative option transaction may be automatic and the consumer will
not even know about it.

Not surprisingly, negative option marketing has been abused as it has become more
prevalent. As a result, the Federal Trade Commission amended the TSR in 2003 to require
telemarketers and sellers to disclose the specific terms and conditions of negative option offers
and to make truthful disclosures of all aspects of a negative option feature.* However, the Rule
should also require that negative option terms in a telemarketing transaction be stated separately
from the other terms of the offer, and that there be a separate audible acceptance to the negative
option terms.

Furthermore, existing consumer protections under the TSR largely do not apply to
inbound telemarketing calls as a result of the “general media” exemption. The “general media”
exemption, which stems from the original TSR issued in 1995, excludes from the Rule’s scope
“telephone calls initiated by a customer or donor in response to a direct mail solicitation,
including solicitations via the U.S. Postal Service, facsimile transmission, electronic mail, and
other similar methods of delivery in which a solicitation is directed to specific address(es) or
person(s), that clearly, conspicuously, and truthfully discloses all material information listed in
16 C.F.R. Section 310.3(a)(1), for any goods or services offered in the direct mail solicitation,
and that contains no material misrepresentation regarding any item contained in 16 C.F.R.
Section 310.3(d) for any requested charitable contribution.”*®> Exceptions to the general media
exemption were added in 2003 as a result of the Commission’s law enforcement experience with
deceptive telemarketers’ use of mass media to advertise “certain goods or services that have
routinely been touted by fraudulent sellers using general media advertising to generate inbound
calls.”*® Consequently, inbound calls in response to general media advertisements for investment
or business opportunities, advance fee loans, credit card protection services, credit repair
services, recovery services and (since 2010) debt relief services are subject to the Rule.

The shift to more protections through the 2003 amendments to the TSR regarding
negative-option telemarketing and exceptions to the “general media” exemption resulted, not
only from the identification of weakness in the original Rule, but also from the Commission’s
recognition of changes in the marketplace and the telemarketing industry itself. Now, eleven

416 C.F.R. § 310.3(a)(1)(vii) and 310.3(a)(2)(ix).
> 16 C.F.R. § 310.6(b)(6).
1° 68 Fed. Reg. 4580, 4658 (Jan. 29, 2003) (to be codified at 16 C.F.R. pt. 310).

7
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years after those 2003 amendments, it is again necessary to update the TSR with protections that
correspond to the identified risks of our times.

Data from the Commission’s Third Consumer Fraud Survey issued in 2013 suggest that
more than half of all frauds are now mass-marketed through radio, television, newspapers,
magazines, and additional types of general media advertising other than direct mail, including
internet web pages and email.!” The Third Consumer Fraud Survey showed that in 59.3 percent
of fraud incidents, victims initially learned about the fraudulent offer through such general media
advertising.”® Such a high percentage of fraud originating from general media advertisements
shows the contrast in protections afforded to consumers participating in outbound versus inbound
telemarketing and, as such, highlights the clear need for updates to the TSR.

Fraud and abuse arising from inbound telemarketing can be seen in recent consumer
complaints throughout the country. The following are examples of consumer complaints that
involve inbound telemarketing:

e In a 2014 Indiana consumer complaint, the consumer called a telemarketer in
response to a television advertisement for makeup products. The consumer
purchased the product for $29.95, the same price that was stated in the television
advertisement. However, several months after the purchase, the consumer was
shocked to learn that the true price of the item was the initial payment of $29.95
followed by six (6) monthly payments of $59.99, as well as an automatic charge
of $29.95 for additional product every other month in perpetuity. In this case it is
clear that the consumer had not been made aware of the material terms of the
transaction that she was entering into during the call, as neither the installment
plan nor the negative option feature were adequately disclosed.

e In 2013, a Vermont consumer reported that he had called a telemarketer in
response to a TV offer for clothing and during the call purchased items using his
debit card. However, the next month, charges from another business also started
appearing on the consumer’s bank statement. The consumer reported that he was
unable to stop the charges for 13 months.

17 see Keith B. Anderson, Consumer Fraud in the United States: The Third FTC Survey (April 2013),
available at http://ftc.gov/reports/consumer-fraud-united-states-2011-third-ftc-survey.
®1d. at 37-39.
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e In lllinois, a recent complaint involved a consumer who called a telemarketer in
response to an advertisement that promised a monetary reward for answering a
survey. After the survey was conducted the consumer was asked to pay a fee with
a debit card in order to redeem his reward. Several days after the inbound
telemarketing call, the consumer received a letter indicating that he had joined a
“savings club” for a monthly fee of $49.95. The consumer did not knowingly
consent to purchasing this membership and later learned that there were several
other charges of this nature pending on his account.

e In a 2013 lllinois consumer complaint, the consumer stated that his credit card
was being billed monthly for an auto club membership that he had never signed
up for. Through mediation with the company responsible for the charges, it was
revealed that the consumer’s enrollment in the membership club took place via a
mail insert. This mail insert required the recipient to phone in to enroll. The
company stated that it was not its policy, nor its intention to enroll a customer
without the customer’s knowledge or approval. Nevertheless, during the phone
call the consumer likely did not receive adequate information as to what he was
purchasing, or even if he was purchasing something.

e In a 2014 Vermont consumer complaint, the consumer reported that she had
placed a call to order skin cream which was marketed as “free for 3 months”. She
described that, when she called to order, she asked three times whether the
product was really free, and was “told each time that it was”. The consumer states
that she did not ask for any additional orders, but that the company began
charging her after the first month and continued to send her products.

Telemarketers who rely on the inherent confusion that often accompanies negative option
marketing will argue that requiring the disclosure of the material terms and conditions of a
negative option feature to outbound as well as inbound telemarketing will be unduly burdensome
and negatively affect business. However, the veracity of such an inference is unfounded. The
State Attorneys General are confident that expanding the TSR to protect consumers making
inbound calls will not result in a chilling effect on business.

Sellers are already subject to similar, mandatory disclosure requirements in other,
existing laws and regulations. A number of States’ existing consumer protection statutes, for
example, either deem a seller’s failure to disclose a material fact to be a deceptive trade practice
or affirmatively require the disclosure of material facts during all consumer transactions — not
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just telemarketing transactions.'® In the online marketplace, negative option marketing is also
regulated through ROSCA, which makes it unlawful for a seller to charge or attempt to charge
any consumer for goods or services sold through a negative option feature unless that seller first
discloses all material terms of the transaction.?’ Despite the regulations placed on internet
marketing through ROSCA, and the states’ preexisting consumer protection statutes, internet
sales have not been chilled and, in fact, continue to soar.

It only makes sense that consumers responding to solicitations who place inbound calls to
purchase goods or services should be afforded the same level of protection as those who
participate in outbound telemarketing and internet transactions. The increased prevalence of
inbound telemarketing in response to general media advertisements and the concurrent rise of
fraud accompanying such telemarketing clearly show the necessity to regulate inbound
telemarketing in the same fashion as outbound telemarketing. Further regulation of inbound
telemarketing will apprise more consumers of the basic terms of the transactions into which they
are solicited to enter and help prevent the harms that the TSR was originally intended to address.

Also, the provisions of the TSR relating to negative options, such as 16 C.F.R. Section
310.3(a)(2)(ix) requiring the disclosure of material terms and 16 C.F.R. Section 310.3(2)(ix)
forbidding misrepresentations of any aspect of a negative option plan, should not be limited to
sales that result in a charge or debit to the consumer's account. Many telemarketers include
negative options in offers that do not result in a charge to a bank account or credit card at the
time of the sale. Instead, the seller sends a product in a trial offer with a bill that must be paid if
the consumer does not return the product. Or, the seller will place the consumer in a negative
option at the time of sale, but bills the consumer later, e.g., for products under a continuity plan
or automatic renewal of subscriptions. If the consumers do not pay, the seller sends dunning
communications and then sends the account to collections. Sometimes sellers threaten to report
consumers to credit reporting agencies if they fail to pay. Therefore, the TSR should be amended
so as to clarify that these sections apply even if the customer is billed or invoiced at a later date.

The TSR already includes a similar limitation in Section 310.4(a)(7) that requires the
customer’s “express informed consent” before billing information is submitted for payment. This
provision pertains to telemarketing transactions that involve preacquired account information and
a free-to-pay conversion (a negative option), and calls for the telemarketer to obtain the last 4
digits of the account number, express agreement for the goods and services to be charged using
the account number, and to make and retain a recording of the entire transaction. The section

9 See, e.g,. K.S.A. 50-626(b)(2)-(3).
%015 U.S.C.A. § 8403(1)-(3).

10
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goes on to set forth requirements for preacquired account information not involving a free-to-pay
conversion. However, a new section should be added with the goal of including free-to-pay
conversion offers that do not include preacquired account information. The changes necessary to
ensure that a telemarketer has express informed consent before billing or sending an invoice to a
consumer for a free-to-pay conversion feature would be to expand Section 310.4(a)(7) to require
express informed consent when a seller or telemarketer is in the act of collecting or attempting to
collect payment, and when the seller or telemarketer is billing or invoicing the customer at a later
time.

Finally, the TSR should be amended to require a telemarketer to send a confirmation to
the consumer, whether by mail or otherwise, whenever, and at the time, the consumer is enrolled
in a negative option feature through a telemarketing call. Such a confirmation would clearly and
conspicuously set forth the terms of the negative option plan.

The State Attorneys General urge the Commission to amend the TSR to apply the
restrictions on negative option features to inbound telemarketing, to require that negative option
terms in a telemarketing transaction be stated separately from the other terms of the offer, to
require that there be a separate audible acceptance for negative option terms, that restrictions on
negative option features be applied to telemarketing calls that do not include a transaction but
where the consumer is billed or invoiced at a later time, and to require that a confirmation be sent
to the consumer following the telemarketing call, setting forth the terms of the negative option
feature.

IV. THE TELEMARKETING SALES RULE SHOULD BE AMENDED TO
REQUIRE SELLERS AND TELEMARKETERS TO CREATE AND
MAINTAIN CALL RECORDS

As the Commission observes, the recordkeeping provisions of the TSR do not require
sellers and telemarketers to retain records of the telemarketing calls they place to consumers.
Instead, State Attorneys General must issue subpoena after subpoena to one telephone service
provider after another, to not only determine the telemarketer responsible for the calls, but also to
obtain records of when, and to whom, those calls were made. In the experience of the State
Attorneys General, however, these efforts are time-consuming and frequently fruitless.
Subpoenas and warning letters served on international service providers go unanswered, while
service providers located in the United States are increasingly wary of divulging their
subscribers’ records. A small service provider, for example, will misconstrue the Electronic
Communications Privacy Act, 18 U.S.C. § 2701, et seq. (“ECPA”), as prohibiting disclosure of
any subscriber information, while a larger provider either outright refuses to provide toll (i.e.,

11
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calling) records, requests an exorbitant fee for doing so, or cites to its inability to disclose such
records as “customer proprietary network information” (CPNI) under the Telecommunications
Act, 47 U.S.C. 8§ 222. The patchwork of regulations governing subscriber records and the
inevitable confusion that results mean law enforcement loses valuable time locating, and
sometimes fighting for, records the telemarketer could easily maintain in its normal course of
business.

Requiring sellers and telemarketers to retain records is not without precedent. In FTC v.
Green Millionaire, LLC, the Court ordered that for all oral offers with a negative option feature,
express informed consent to the offer must be recorded, including the sales representations,
evidencing the consumer's agreement to the negative option feature. “The recording must
demonstrate the consumer has provided billing information...specifically for the purpose of
participating in the negative option feature and that the Defendants have disclosed to the
consumer all costs associated with the negative option feature, that the consumer is agreeing to
pay such cost, the length of any trial period, and that consumers must cancel to avoid being
charged.”?! The Order in Green Millionaire is a starting point, but the TSR should require sellers
and telemarketers to maintain call records to help ensure that the requirements of the TSR,
whether current or future, are adhered to.

The State Attorneys General recognize a recordkeeping requirement may impose
additional costs on telemarketers, but in today’s marketplace, telemarketers are making more
calls than ever before with decreasing expense. The increasing availability of automated dialing
technologies, “caller-ID management” services, and other Internet-based services, both within
the United States and in other countries, means the costs of such services and technologies
continue to plummet while consumer complaints about illegal telemarketing are rising at
unprecedented rates. The cost-savings realized by telemarketers using these technologies should
not be realized at the expense of law enforcement’s resources and consumer protection. The
State Attorneys General urge the Commission to adopt a recordkeeping requirement for sellers
and telemarketers.

V. THE TELEMARKETING SALES RULE SHOULD BE AMENDED TO
BAN OR RESTRICT CERTAIN NOVEL PAYMENT METHODS

The State Attorneys General strongly support the Commission’s efforts to strengthen
consumer protections against bogus charges and services by banning or, at a minimum,

*' FTC v. Green Millionaire, LLC, Case No. 1:12-cv-01102 (D. Md., Order Entering Stipulated Permanent
Injunction, April 27, 2012).

12
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restricting certain payment methods frequently used in fraudulent telemarketing transactions.
The Commission proposed: (1) banning sellers and telemarketers from accepting remotely
created checks, remotely created payment orders, cash-to-cash money transfers and cash reload
mechanism as payment in inbound or outbound telemarketing transactions; (2) expanding the
scope of the advance fee ban on “recovery” services to include recovery of losses in any previous
transaction (at present, they are limited to recovery of losses in prior telemarketing transactions);
as well as (3) clarifying other provisions of the TSR. The State Attorneys General strongly
support the Commission’s proposed amendments and urge the agency to focus upon the problem
of fraud-induced money transfers, whether they are induced by telephone solicitation or
electronic solicitation.

Scammers located around the world perpetrate mass-marketing fraud through the use of
fraudulent identities, thereby thwarting law enforcement’s efforts to locate them and intercept
fraudulent money transfers. The use of calling cards, cellular phones, pre-paid SIM cards, free
web-based email accounts and the manipulation of internet-based technology to mask caller
identification, make it difficult to trace the origins of these communications, whether via
telemarketing or electronic communication.

Wire transfers can easily be used to retrieve funds from locations around the world, with
virtually no meaningful scrutiny of the recipient’s identity. And, unlike with conventional
payment methods, such as credit or debit card transactions, there is no legal recourse for the
consumer to seek a refund once the funds are transferred, regardless of how fraudulent the
transaction.

The most common scams that utilize novel payment methods are as easily effectuated by
electronic communication as by telemarketing. They include the *“grandparent scam”, lottery
scams, hundreds of variations on the Nigerian scam, romance scams, and counterfeit check
scams (frequently used in secret shopper scams). Studies of Western Union and MoneyGram
wire transfers over a certain base amount from the United States to Canada suggest that 58% to
79% of transferred dollars were induced by fraud. The ease with which scammers can contact
huge numbers of potential victims quickly and at minimal cost, whether by telephone or via
electronic media, highlight the need for stronger safeguards, such as those proposed by the
Commission and supported by the State Attorneys General.

Because the perpetrators of such scams are unlikely to be deterred by the law, the
Attorneys General support the FTC’s efforts to hold money transfer companies, whose payment
systems are being utilized to accomplish such fraud, responsible for making reasonable inquiry
into whether the transfer results from a prohibited telemarketing solicitation. The Telemarketing
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Sales Rule, 16 C.F.R. Part 10 (“TSR” or “Rule”), considers it a deceptive telemarketing act or
practice to “provide substantial assistance or support to any seller or telemarketer when that
person knows or consciously avoids knowing that the seller or telemarketer is engaged in any act
or practice that violates . . . [Section] 310.4 of the Rule.” 16 C.F.R. 8 301.4. Because money
transfer companies provide “substantial assistance or support”, the Attorneys General urge the
FTC, as it has done in the past?, to subject such companies to liability under Section 310.3(b) of
the TSR.

VI. CONCLUSION

We thank the Federal Trade Commission for the opportunity to provide Comments on its
periodic review of the TSR and how to make its continued application to telemarketing robust
and effective, reflecting the practices at work in today’s marketplace and addressing the potential
for consumer harm caused by them. The Commission’s consideration of our Comments is
appreciated.

Respectfully submitted,
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Pamela Jo Bondi Kathleen G. Kane
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Michael Geraghty Tom Horne
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ZETC . MoneyGram International, Inc., No. 09-6576 (N.D. Ill., Stipulated Order for Permanent
Injunction and Final Judgment, October 21, 2009).
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